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Summary

The purpose of the Homeland Security Exercise and Evaluation Program (HSEEP) is to provide
common exercise policy and program guidance that constitutes a national standard for homeland
security exercises. As part of HSEEP, the Master

Scenario Events List (MSEL) Builder has been HSEEP TOOLKIT SYSTEMS
developed as a tool to assist with the construction,
creation, and drafting of a MSEL. The MSEL is the CAP System

foundation of exercise execution and play for
operations-based exercises, as it contains all of the
exercise injects that will drive exercise play. The
MSEL Builder is designed to assist exercise planners in

. . EXERCISE
constructing a MSEL, as well as providing a forum for PR chan
planning team members to draft individual injects for = MANAGEMENT
an exercise.

NEXS System

DDs

MSEL Builder

The MSEL Builder will allow exercise Lead Planners
to create customized MSEL formats by selecting from a
list of data fields. Once a Lead Planner has created the
MSEL, the Lead Planner then populates the data fields
with exercise specific information. Data field population allows users to select from predefined
exercise information to create individual injects for a MSEL. After Planning Team Members have
created injects, the Lead Planner will have the authority to approve an inject from submission into
the MSEL Output Reports.

Purpose

The MSEL Manager user guide is designed to help get you started using the MSEL Builder. This
guide covers the basics of logging into the MSEL Builder, as well as creating, modifying, and
completing data entry of an MSEL. This document covers the steps need to interact with the
system, but does not include guidance about HSEEP policy, definitions, or a suggested
methodology for describing exercise data.

Other Resources

HSEEP Volume IV

HSEEP Website: About HSEEP section
HSEEP Toolkit Help file
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1) Log In to the HSEEP Toolkit

The MSEL Builder has two different access points. The first access point is through the
HSEEP website, https://hseep.dhs.gov, where users can access the standalone version of
the tool. Users will be able to log in into the standalone MSEL Builder by using their
single sign-on username and password. The standalone version will allow all users to
create a MSEL without having to go through the Design and Development System
(DDS).

The second access point is through the DDS itself. The DDS integrated version of the
MSEL Builder will allow users to reuse data entered in previous modules of the DDS.
From the HSEEP website, click on the HSEEP Toolkit or MSEL Builder link.

Whats New

The Exercise

HSEEP Mission

The Homeland Security Exercise and Evaluation Program (HSEEP) is a capabilities and performance-based
exercise program that provides a standardized methodology and terminalogy for exercise design, development,
conduct, evaluation, and improvement planning

) National Preparedness
Evaluation Guide ol Honth

(EEG) Builder

(beta has been added
to the HSEEP Toolkit
and allows users to
bulld and customize
EEGS. Leam More.

Guidance
|

Lessons Learned and
Good Story Highlights

The Homeland Security Exercise and Evaluation Program (HSEEP) constitutes a national standard for all
exercises. Through exercises, the National Exercise Program, supports organizations to achieve objective
assessments of their capabilities so that strengths, and areas for improvement are identified, corrected and
shared as appropriate prior to a real incident, To learn more about the HSEEP program, click on the About
The Master Scenario  cepp tab listed above. Technolegy LLIS.qov Exercise Best
Events List (MSEL) Practice "

Builder (beta) has been | The HSEEP is maintained by the Federal Emergency Management Agency’s National Preparedness Directorate, ErEr ARTp

added to the HSEEP Department of Homeland Security Template 2007 (March 3
Toolkit and allows users 15, 2007)

to create and
coordinate a
MSEL, Learn More,

Draft template for a
Multiyear Training and
Esercise Plan (March 8,
2007)

newisinalelsigngOy Training and Exercise
feature allaws Tookit g Al sy

Planning Workshop
users to logon to the ; i : User's Handbook (March
three systems through 8, 2007)

a single interface. Leam
g e Training and Exercise

=

Briefing (March 8, 2007)

HSEEP 101 HSEEP Toolkit Demo "'
Y | volume I: HSEEP Overview and Exercise Program Management National Standard Exercise Curriculum mprovement Planning
Related Links mwme s iueecie Sonpmncal snlict 15120.A: An Introduction to Exercises (beta) Handbook (March 8,
— Yolume I11: Exercise Ealuation and Improvement Planning 15130; Exercise ion and Improvement Planning (bets) 2007
Eirst Responder " Esercise Evaluation Guides (EEG) ™" HSEEP Mebile Course Yolume 1V Library
e volume 1v Library: Sample Exercise Materials Related Courses |

Lessons Learned
Information Sharing

Preparedness Technology Direct Support
Directorate Secure

Portal HSEEP Toolkit Login HSEEP Mobile Training Course
FEMA = Mobile Training Course Application

Training and Exercise Planning Workshops

Responder Knowledge

Base ® Training and Exercise Planning Workshops Application

Terrorism Knowledae

On the HSEEP login page, enter your user name and password and click the Login
button.
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The HSEEP Toolkit is an interactive, on-line system for exercise
scheduling, design, development, conduct, evaluation and improvement
planning. The HSEEP Toolkit includes the National Exercise Schedule
(NEXS) System, Design and Development System (DDS), and Corrective
Action Program (CAP) System

jon.haris@countyhosptal.org

Preeen

About Toolkit
Contact Us / Register for Account

ATTENTION: Unauthorized use of this system is prohibited. US Government computer systems may be monitored for all
lawful purposes, including to ensure that their use is authorized, for management of the m, to facilitate protection
against unauthorized access, and to verify security procedures, survivability, and operational security. Monitoring
includes active attacks by authorized US Government entities to test or verify the security of this system

Use of this computer system, authorized or unauthorized, constitutes consent to monito f this system. Unauthorized
use may subject you to criminal prosecution. Evidence of unauthorized use collected during monitoring may be used for
administrative, criminal, or other adverse action. Use of this system constitutes consent to monitoring for these
purposes. Use of this system implies understanding of these terms and conditions

Homeland
Security

If you have any difficulty logging in, please contact the HSEEP Toolkit Helpdesk at:

(877) 612-HELP (4357) or by email at support@hseep.net.

2) Creating a MSEL

After logging into the standalone version of the MSEL Builder, users will have the
option to create a MSEL or select an existing MSEL that the users has been assigned

to a user role.

Log Out |

| Eeedback | Help

Summary | Exercise Setings | Alerts

MSEL Manager:
Generate Current Active Recipients
MSEL Recipient Name Active
Customize Data Fields Edit Delete|ICE
sngnaiys Edit Delete|State Dent
Recipients
_ |Edit Delete|FoI
Controllers 3
MSEL Status Types Edit Delete| Gov's office
Expert Field Chooser Edit Delete | MNOC
Navigate Edit Delata| FEMA
InjectWizard Edit Delete | State EOC
Inject Expert Il |
Approwe Injects.
MSEL Summal
Reports
WSEL List Add a Recipient
Injects:

R N Local Police|
terrarist homb detonates sepeniiame |
bomb detonates inside 3 Western Add Recipient
housing. s

Creating a MSEL

) Click Next
LY 10 Cantinue

® Internet

1. To create a MSEL select the “Create New MSEL” button above the existing

exercise summary box.
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2. Once the “Create New MSEL” button has been selected you will be directed
to the MSEL Walkthrough section. This will take you through several
modules that will allow you to customize your MSEL. The first Module will
prompt you provide a MSEL Name, Exercise Start/End Date and Time, Time
Zone offset, and Date Entry Interface. Once you have finish providing
requested information, click the “Update MSEL” and the click the “Next”
button in the lower right corner to go to the next Module.

3. The second Module will allow you to add exercise-specific information to
drop-down menus in your MSEL. The population of your drop-down menus
will allow other Users to select information from drop- down menus to
complete their injects. The first drop-down menu you will customize is the
simulated originator or “send from” field of your MSEL. To add an
Originator, first provide a name of the entity being simulated (i.e., State
EOC). Once a name has been provided, you have the option of adding a
background or text color to make the Originator easily identifiable. Once
complete, click Add Controller. After adding Originators, click the Next
button to proceed to the next Module. New Originators can be added at
anytime.

4. The third MSEL Creation Module allows you to add inject Recipients to your
MSEL drop-down menus. Once complete click “Add Recipient”. After adding
Recipients, click the “Next” button to proceed to the next Module. New
Recipients can be added at anytime.

5. The final drop-down population Module allows you to identify the Controller
responsible for each inject. To add a Controller provide a name and select a
controller type. The system also gives you the optional ability to an email for
reference or a color as an identifier.

3) Adding Injects

MSEL users have the ability to add injects, but they cannot edit the MSEL data fields
(drop-down menus) or change injects drafted by other users. MSEL users will use the
Inject Wizard or Inject Expert to create injects. The Inject Wizard interface allows the
user to create injects by filling out data fields in a step by step format. The Inject Expert
format is similar to the Microsoft Excel interface, which allows the user to create
multiple injects at once.

Inject Wizard
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HSEEP Toolkit

Design and Development System

Toolkit Home | Exercise List | Create Exercise | Reporis | Seftings | MEXS Calendar | Log Out | Resources | Feedback | Help

FSE_The_Hingdom_07

MEXS DDS  EEG Summary  Exercise Settings ~ Alerts

MSEL Manager: () .
Inject Mame: terrorist bomb detonates .

Generate

MSEL

7 Inject Time (from StatBEx: |0 (20 |:|1 | (ddhbermmm)

Customize Data Fields

Originators Simulated Time H H (dd:hh:mim)

Recipients

Contrallers = Originator: | Special Agent Ronald[v] * [ | atatus: 3

MSEL Status Types

. 1 . Delivery .
Controller: V V
Expert Field Chogser Boluwaji [¥] Wethod: Phone [v]

Nawdgate Resipient | NOG R e Unclassified v
Inject Wizard
et Expen Ice et Tyne ‘
Approve Injects B State Dept
MSEL Surmrany Inject L ‘gzlr‘s s Discipline:
Repors MLocal oG [IFs: Fire Service
MSEL List FEMa

[#lstate |State EQT [#ILE: Law Enfarcement
Injects: [AFederal [CJEMS: Emarency Medical Services
terrorist homb detonates intrastate (e.g. multi-county) EMA: Emergency Management Agency
bomb delonales inside 2 Westemn [#IRegional {multi-state) [CHZ: Hazardous Material (Hazai
housing [ - v

ToolkitHome | Exercise List | Create Exercise | Reports | Seftings | NEXS Calendar | Log Out | | Eeedback | Help

Summary = Exercise Seftings = Alerts

MSEL Manager: Inject Time Simulated 1~
o Inject Name: (from Startex): Time: E Originator. ! Controller: Recipient: Status Delive!
enetate Brig. Gen. Jack |00 00 02 President Dmitri [v] [Cold War Paranoia [v] | Maj. T.J. King Kong v Email
MSEL g
Customize Data Fields
Originators Buck Turgidson||00 00 15 :Ambassador Sadesky z| | Cold War Paranoia E | Brig. Gen. Jack D. Ripper 3
Recipients
Controllers . I
MSEL Status Types Call in Soviet An] 00 00 |/45 | President Dmitri [v] [maDD [] [ Maj. T.J. King Kong v
Expert Field Chooser
Navigate
Iniect Wizard ‘ake phones Pen| 00 |1 26 ZGen. Buck Turgidson El | Cold War Paranoia E] Lionel Mandrake 3
Inject Expert
Approve Injects Inject Time. Simulated
MSEL Summary Inject Name: (from StartE): Time: s Originator: Controller: Recipient: — Status: Delive
Reports Jevice Detonates| 00 03 26 | Ambassador Sadesky ﬂ | Cold War Paranoia E v
MSEL List
Maj. T.J. King Kong
: [ [ Lionel Mandrake
: v || RRAL e ). ]
I"'_ec',s‘ ) e :l Brig. Gen. Jack D. Ripper
Eire is reported in Blue County Col. Bat Guano
Dr. Strangelove
:] 7] President Dmitri v
President Muffley
Russian Ambassador

Burpelson Air Force Base Staff

Adding an Inject

1. Inject Name (Required Field): A Brief description of the inject. The inject will be
displayed in the MSEL Summary and will be used for reference.

2. Inject Time: Time that has elapsed since STARTEX (Intelligence Injects
delivered prior to STARTEX can be added by using a negative sign prior to the
time) represented in Day (DD), Hour (HH), Minute (MM) format. The inject will
be assigned an order in the MSEL based on assigned time.

3. Simulated Time: Simulated time allows for jumps through out the exercise.

4. Originator (Required Field): Select from a list of Simulated Originators to
designate who the inject is being sent from. If the desired Simulated Originators
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are not available, select the “E]” button* to add an Originator. The MSEL
Manager will have final authority over inclusion of the added Originator.

5. Recipient (Required Field): Select from a list of Recipients to designate who the
purposed inject is being sent to. If the desired Recipient is not available select the

“E]” button* to add a Recipient. The MSEL Manager will have final authority
over inclusion of the added Recipient.

6. Controller (Required Field): Select from a list of Controllers to designate a
Controller responsible for delivery of the purposed inject. If the desired Controller

is not available select the “E]” button* to add a Controller. The MSEL Manager
will have final authority over inclusion of the added Controller.

7. Delivery Method (Required Field): Select the desired method of Delivery for the
Inject. This will notify the Controller on the appropriate action from injection into
the exercise.

8. Inject Type (Required Field): Select from inject types to identify the Inject as an
event, contextual, or contingency.

9. Inject Level: Select all Levels that apply to the Inject (Federal, State, and/or
local).

10. Discipline: Select all FEMA Disciplines that apply to the inject.

11. Inject Text (Required Field): Provide text describing the inject. The text can be
written in as a script or as a detailed description.

12. Key Inject: Flag the inject as a key event for exercise players.

13. Expected Action: Identify the expected actions that are to be completed as a result
of this inject.

14. Location: Identify a location for the inject to be delivered.

*Not available in Inject Expert

4) MSEL Summary Section
The MSEL Summary section allows the user to view all Injects in the MSEL not just

the ones that they have drafted. This is a snapshot of the entire MSEL. MSEL users
can ONLY edit the injects that they have drafted.
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Design and Development System

ToolkitHome | Exercise List | Create Ewercise | Reports | Seftings | NEXS Calendar | Log Out | | Feedback | Help

FSE_The_Kingdom_07

MEXS  DDS Summary | Exercise Settings  Alerls

MSEL Manager: — eq me Delive ect Name a e
Generate . e — = s m—TTET]
0y olanel AF TOrTe:
MSEL 4— C | Event Phone Ghazi NOC terrorist homb detonates Draft ITrue 70000 P 0d -0
Customize Data Fields T Feveer bisred TAER007
Originators 2 Contextual 4 Tttt e T e z AlSe 0d 00:02
Lrigingtors elivered 7.00:00 PM 7:02:00 P
Recipients \
- diplomats slowly debate eguation 1001672007 10162007
Controllers = 3 [event Ermail Fol Rl 4 A Faise [rnosby [oaooas  [LOEEE
MSEL Status Types
" Expected Saudi authorities suspicious and 10/ 6/2007 10M6:2007
Expert Field Chooser 4 H
f \Action [l ez urwelcoming of American [FetEe 7:00:00 PM [ a2 7:25:00 PM
Navigate
InjectWizard 5 Event Email State Dept |Hamstrung by protocol Draft False ;%‘é%‘éﬁ; 0d 01:.00 éut:éﬁééulfhj
Inject Expert o
Approve njects Tl —() Locate the terrorist in their homeland on their 10/18/2007 10i18/2007
Tom s =tE Contingency (Phone State Dept e True 7:00:00 PM 0d 0413 11300 Ph
MSEL Summary
= Event Ernail Calonel Al- Fol Crew finds a like-minded partner in Saudi e 1001672007 0d 0619 101772007
Reparts o Ghazi Colonel A-Ghazi 7:00:00 PM 1:18:00 AM
MEEL List i
unlock the secrets ofthe crime scene and the 10/16/2007 10172007
B | e itz warkings of an extramist cell [oiEzi? False lropoopm 2909 |aa700 am
Injects:
- . o in & fight for their own lives, strangers
terrorist bomb d —} Multirnedia 10/ 6/2007 10M 752007
R U Contextual Phone NOC united by one mission waon't stop until justice [True 7-00:00 PM 0d 12:47 74700 AM
bomb b is found in The Kingdom
housing [w]

& & Internet

A. MSEL Summary Headers: The headers on the data fields of the MSEL
Summary section are storable. To sort order of data click the field header and
the data will be sorted alphabetically.

B. Inject Access: To modify any injects in the MSEL Summary section, simply
click on the inject under the inject section. This will redirect you the inject and
will allow you to update the selected inject. MSEL users will only be able to
access the injects that drafted.

C. MSEL Manager Section: Allows you access to the drop down menus to
further populate/customize the MSEL.

5) Reports
The MSEL Builder has five different reporting options. You can choose from the MSEL

Summary in PDF, Excel, or Word formats. You can also print out your injects
individually through Word or PDF.
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ToolkitHome | DDSINEXS Home | Create Exercise | Repords | Seftings | NEXS Calendar | Log Out | Resources | Feedback | Help

r A| HSEEP Toolkit

MSEL Builder Reports

Listed below are several reports. Click on the formaticons (POF, Excely below to go directly to the reportin

that format.
Reports Report Types
MEEL Summary 1 por B worg (= eicel
|\mects Detail | E Pdf Waord |

6) Approve Injects

The MSEL Manager will be able to assign a status (Draft or Approve) to injects as they
are drafted by users. This functionality allows the MSEL manager to have final approval
authority over all inject in the MSEL.

- — e w— | e e | : — i

| Feedback | Help

MSEL Manager:

Generate Selectthe check box nest to the Inject vou want to approve.

MSEL

Customize Data Fields
Originators
Recipients
Confrollers

MSEL Status Types
Expert Field Chooser
Navigate
InjectWizard

Inject Expert
Apprave Injects
MSEL Summary
Reparts

MSEL List

Injects:
terrorist homb detonates

housing

&

A. View: This allows you to view all of the details of a particular inject and make

bomb detonates inside a Western

O Wiew

Time From
Startex

0d 00:01

Inject Name

[terrarist homb detonates

Hey
Inject

Inject
Status

Draft

Recipient

MOC

Originator

Cuolonel Al-Ghazi

View

0d 00:15

diplomats slowly debate equations of territorialism

Drart

FBI

FBIField Office-
Phoenix

nﬂ‘w\w\

Harmistrung by pratocol

Draft

State
Dept

FBIField Office-
Fhoenix

O
[ Wigw
O

Wiew

0d 09:27

[vor]

A

Tthe crime scene and the
migt cell

Draft

ICE

FEI Field Office-
Phoenix

(il

corrections it necessary.
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B. Approve: To change the status of an inject select the approval box and click the
“Approve” button at the bottom of the screen. MSEL Managers can assign a color to
Inject Status by selecting Inject Status Types in the MSEL Walkthrough Module.
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